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Fault Injection, in theory:

● Big number (total sensitivity)
● Detect most sensitive regions
● Hierarchical analysis
● Verification of inserted protections
● Detect collapsed TMRs
● Defects in reset strategy
● Quality of workloads
● Fault diagnosis
● …



Fault Injection, in practice:



What’s the problem?

With fault injection you can “identify if your 
circuit output is sensitive to SEUs in a given 
Flip-flop, for a given workload”

Duh!... that is probably why I have a Flip-flop 
there in the first place!!

If I’m actually using the Flip-flop, the output will 
be sensitive to SEUs there



So, what do we do?

Think ENVIRONMENT, not just CIRCUIT

● All circuits are at least a bit sensitive to radiation effects

● Probably you can live with some SEUs once in a while, 
but some others will break your circuit (SEFI)

● What is expected from your circuit? What can (and 
cannot) be tolerated?

Can we answer those two questions in a systematic way?



How to do it?

Divide your circuit FFs into:

● Configuration
○ baudrate, IO standards, … , configuration registers 

in general
● Control-flow

○ FSMs, data/cycles counters, …
● Datapath

○ the real data you are processing



1. Configuration FFs

● Most likely to cause SEFI
● Should be first choice of FFs to protect

○ TMR/EDAC/...
● These should be clear from the functional specs!

○ Configuration options and modes
● For each of these, it’s interesting to ask:

○ do we really need this configurability?
○ do we really need to store it on a Flip-flop?

● Less configurability -> less SEFIs
● You can (and should!) Inject Faults there

○ But expect wrong behaviour



2. Control-flow FFs

● Faults here may break your circuit in 
different ways
○ Wrong data at output
○ Wrong timing of output
○ Hang / SEFI

● ‘when others =>’ controversial but helpful
○ You must still know what you are doing

● How will you reset the FSMs?
○ Inadequate reset strategy will be seen in the fault 

injection campaign (unresettable SEU -> SEFI)
○ Global reset easy (but sensitive to SETs)



3. Datapath FFs

● Least critical
● Faults in processed data can sometimes be 

corrected at higher level
○ EDAC/ECC/Hamming/…

● Cycle-by-cycle comparison is too demanding
● Cook your own comparison model!

○ You will need a flexible Fault Injection tool that gives 
you more information than damage/no-damage

○ Ideally, total faulty output sequence (or diff with 
golden)



What we did

● Design an 802.15.4 (Zigbee) baseband 
transmitter
○ For intra-satellite communications
○ Avoid inserting any protections in the sections where 

SEUs did not matter



How we did it

● Reduced configurability
○ i.e: FRAME_SIZE became a GENERIC

● Consistent use of ‘when others =>’ in FSMs
● Cooked our own comparison model to know 

if outputs were acceptable
○ Dump all differences for all cycles in a ~8.9GB log
○ Python postprocessing
○ Detect if data was aligned to expected (13 clk cycles 

per sample)
○ Considered unaligned data unrecoverable
○ Aligned erroneous data was put through a Matlab 

model of the receiver



The Results

While cycle-by-cycle comparison suggests 
system is very sensitive...



The Results (think ENVIRONMENT!)

… the receiver can recover correct data from 
“wrong” transmitted frames:



Question time
Now it’s time to talk :)

Fault Injection was performed with FT-
Unshades2 and yes, you can use it too :)

hipolito@gie.esi.us.es
http://ftu.us.es
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